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Modos de operagao Ny e

De modo a garantir a seguranca do sistema, a maioria
dos SOs podem executar em 2 modos:

* Modo de utilizador
« Com restricOes de seguranca

» Acesso a certas instrucdes e zonas de memoria e dispositivos estao
interditos

* Modo de kernel
« Sem restricOes de seguranca
« Pode executar todas as instrucdes e acessos
* Instrucdes privilegiadas
- Chamadas ao sistemas providenciam uma forma segura de
alternar entre os 2 modos
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Modos de operacao ” -

user process
user mo-;je
user process executing ——= calls system call return from system call (mode bit = 1)}
\ 7
! 7
y 7
kernel trap return
- mode bit=0 mode bit = 1
kernel mode
execute system call (mode bit = 0)
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Chamadas ao Sistema Vl &

Interface para acesso aos servicos do SO
Tipicamente escrita numa linguagem de alto nivel

Programas usam, em geral, uma API para acesso a
system calls em vez de utilizacao direta

As 3 APIs mais comuns sao:

« Win64 (Win32) API para Windows

« POSIX API para sistemas baseados em POSIX (UNIXs,
Mac OS X)

- Java API para a Java Virtual Machine

Qual a razédo de usar APl em vez de usar a system call
diretamente?
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Chamadas ao Sistema
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source file

>

destination file

Acquire input file name
Write prompt to screen
Accept Input

Acquire output file name
Write prompt to screen
Accept input

Open the input file
if file doesn't exist, abort

Create output file
it file exists, abort

Loop
Read from input file
Write to output file

Until read fails

Close output file

Write completion message to screen

\‘Terminale normally

@ Example System Call Sequence k.
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Chamadas ao Sistema Ny e

Exemplo: Java read()

return

velie parameters
public int read(byte(] b, int off, int len) throws IOException
visibility method exception
modifier name
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Chamadas ao Sistema

il
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user
mode

user application

open()(

)

kernel
mode

system call interface

open ()

Implementation
» of open ()

system call

return




Chamadas ao Sistema

il

Address
OxFFFFFFFF _

User space <

Y

Kernel space <
(Operating system)

or
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Return to caller
Trap to the kernel
5| Put code for read in register

10

Increment SP 1
~ Call read

3| Push fd

2| Push &buffer

Push nbytes

—

¥

Sys call
handler

Dispatch

;

Library
procedure
read

User program
calling read



Chamadas ao Sistema
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UNIX Win32 Description
fork CreateProcess Create a new process
waitpid | WaitForSingleObject | Can wait for a process to exit
execve | (none) CreateProcess = fork + execve
exit ExitProcess Terminate execution
open CreateFile Create a file or open an existing file
close CloseHandle Close a file
read ReadFile Read data from a file
write WriteFile Write data to a file
Iseek SetFilePointer Move the file pointer
stat GetFileAttributesEx | Get various file attributes
mkdir CreateDirectory Create a new directory
rmdir RemoveDirectory Remove an empty directory
link (none) Win32 does not support links
unlink DeleteFile Destroy an existing file
mount | (none) Win32 does not support mount
umount | (none) Win32 does not support mount
chdir SetCurrentDirectory | Change the current working directory
chmod | (none) Win32 does not support security (although NT does)
kill (none) Win32 does not support signals
time GetLocalTime Get the current time




Chamadas ao Sistema

3 fd
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Process management

Call

Description

pid = fork( )

Create a child process identical to the parent

pid = waitpid(pid, &statloc, options)

Wait for a child to terminate

S = execve(name, argv, environp)

Replace a process’ core image

exit(status)

Terminate process execution and return status
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Chamadas ao Sistema N lae

,}._‘ -~

File management

Call Description
fd = open(file, how, ...) Open a file for reading, writing or both
s = close(fd) Close an open file
n = read(fd, buffer, nbytes) Read data from a file into a buffer
n = write(fd, buffer, nbytes) Write data from a buffer into a file
position = Iseek(fd, offset, whence) Move the file pointer
s = stat(name, &buf) Get a file's status information
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Chamadas ao Sistema ” -

Directory and file system management

Call Description
s = mkdir(name, mode) Create a new directory
s = rmdir(name) Remove an empty directory
s = link(name1, name2) Create a new entry, name2, pointing to name1
s = unlink(name) Remove a directory entry
s = mount(special, name, flag) Mount a file system
s = umount(special) Unmount a file system
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Chamadas ao Sistema M n

Miscellaneous

Call Description
s = chdir(dirname) Change the working directory
s = chmod(name, mode) Change a file’s protection bits
s = kill(pid, signal) Send a signal to a process
seconds = time(&seconds) Get the elapsed time since Jan. 1, 1970
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Interrupgoes/Excepgoes N M

Considerar um computador com apenas 1 CPU que esta a executar
0 seguinte codigo:

while (1) {

i++;

Como pode o Sistema Operativo obter o controlo do computador?
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Interrupcoes/Excepcoes

]

Quando o CPU deteta uma interrupcao abandona o codigo que

esta a executar e transfere o controlo para a rotina de

atendimento da interrupcéao

O endereco da instrucao interrompida deve ser salvaguardado

* Porqué?

Durante a execucéao da rotina de atendimento as interrupcdes estao

desativadas
* Problema da interrupcéo perdida
Um trap ou excecao € uma interrupcao

gerada por software

« Access violation, breakpoint, misaligned access,
divide by 0, overflow, illegal instruction,
previleged instruction

Nos Sistemas operativos as interrupcoes
sao fundamentais
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/ Current instruction

[ Next instruction

3.
1. Interrupt

Returr)

\

2. Dispatch 1
to handler |

/

Interrupt handler

7~
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Interrupgcoes/Excepcoes 1

Codigo em execucao Rotina de servico a
interrupcao

Inst.

Interrupcdo | Inst.
* Inst.
Inst.
Inst.
Inst.

Interrupcao | Inst.

\

DONOYUNPLAWN
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Interrupgoes/Excepgoes no MIPS Ny e

Registos Cause e EPS
Salto para 0x80000180 se PCSource=3
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PC

PCWrite )\PCSource
PCWriteCond CauseWrite
orD / \ IntCause
of | ALuop
MemRead | CALUSeIA 0x800001/80 +—#{3
MemWrite l Control ‘ ALUSelB Cause 2
IRWrite \ /RegWrite | l)L(j
MemtoReg\ OP  /RegDst EPC |- 06
epcwrite \ [5-0] -
Left
Inst[25-0] 2 A
PC[31-28]
_| Inst . /J\
Read Write Write [25-21] Write L om S
N Inst [31-26] 4 p-| R Reg.#1 .
X flow
v Address Inst [20-16] R Data #1 [~ A i 1,
1>1< o | R Reg #2 ~ Zero -
: \ Alu
MemData Inst [25-0] W Reg. R Data #2 _»E »0 ) Result —&®» out
; Instruction 4'>1U_>
—| Write Data ’ W Data b x
Register Registos 5 ALU
Memory i/
Data
Register
16 - 32 ALU
Inst [15-0] Control
Inst [5-0]
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Atendimento de uma interrupgao ” -

CPU  user
process
executing

I/0O interrupt
processing

I/O idle
device

transferring

l/O transfer I/O transfer
request done request done

Dispositivo de I/O envia interrupcao ao CPU quando “transfer done”

CPU executa rotina de atendimento a interrup¢ao, no ambito do SO,
e volta a executar processo do utilizador
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Tipos de Interrupcoes Ul

Interrupcoes de 1/O

« O dispositivo de I/O pede atencao. A rotina de atendimento deve
aceder ao dispositivo para determinar a acao necessaria.

» Teclado, rato, placa de rede, disco, etc.

Interrupgdes de timers
« Dizem ao processador que um certo intervalo de tempo ja decorreu.
« Timer local ou timer externo

Interrupcoes entre processadores

« Um processador emite uma interrupgao para outro processador num
sistema multi-processador
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Organizacao de 1/O ” n

Sincrona Assincrona
requesting process .
user{ waiting A f requesting process A } user
r N
device driver l device driver
] r
kernel < i interrupt handler t 1 interrupt handler > kernel
\‘ \ ‘o
‘ hardware | | hardware
data transfer e - = data transfer e
. o
HiME  s— HME  e—

(a) (b)
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Hierarquia de armazenamento
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Multiprogramacao Y laa

Permite que mais do que 1 processo (programa em
execucao) esteja ativo em simultaneo

A utilizacao de apenas 1 processo nao permite manter o
CPU constantemente ativo

Multiprogramacao escolhe um novo processo para
ocupar o CPU quando o processo que estava a ser
executado tem de esperar (ex: chamada de 1/O)

Os processos ativos sdo mantidos em memoaria
Escalonamento de processos
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Multiprogramacao

Ul
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Program A

Program A

Program B

Combined

Program A

Program B

Program C

Combined

Run Wait Run Wait

Time >

(a) Uniprogramming

Run Wait Run Wait
Wait | Run Wait Run Wait
RX“ RE';“ Wait RX" Rl‘;" Wait

Time >

(b) Multiprogramming with two programs
Run Wait Run Wait
Wait | Run Wait Run Wait
Wait Run Wait Run Wait

Run | Run | Run s Run | Run | Run x
A B C Wait A B C Wait

Time

.
>

(c) Multiprogramming with three programs

23



Timesharing N e

CPU altera o processo em execucao mesmo que este
Nao necessite de esperar

A cada processo é atribuido um tempo maximo de
ocupacao consecutiva do processador

Se esse tempo € esgotado o0 SO muda o contexto do
processador para outro processo

Diminui muito o tempo de resposta de aplicacoes
Interactivas

Permite que varios utilizadores usem o mesmo sistema
computacional como se dispusessem do sistema em
exclusivo
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Topico pratico g e

Lista de interrupcoes

Para visualizar configuracao de interrupcoes

« Windows
« Aplicacdo MSInfo32.exe
— Hardware Resources -> IRQs
* Linux
* Ficheiro /proc/interrupts
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